Raytheon
ECS Project

Engineering Technical Directive Dr aft No. 04-015

Subject: Set listener password on the DIG06 oracle server in DAACs  15-December-04

This Engineering Technical Directive (ETD) isissued to DAACs on the ECS'EMD Project. The
ETD isto layout oracle listener password setup steps.

| ssue:
The oracle listener password is currently not set, and the listener can be stopped by anyone.
Fix:

Set listener password using oracle Isnrctl utility as outlined below:

Implementation on DIGOG6:

Login as oracle on DIGO6:
(1) Edit /var/opt/oracle/listener.ora file to include the line below
ADMIN_RESTRICTIONS_LISTENER = ON

in between the "LISTENER =" statement and
"USE_PLUG_AND_PLAY_LISTENER = OFF "
to the listener.ora file using vi editor,

and part of the listener.ora file is listed below.

LISTENER =
(ADDRESS_LIST =
(ADDRESS =
(COMMUNITY = XXXXXXXXXXX)
(PROTOCOL = TCP)
(Host = XXXXXX.vatc.ecs.nasa.gov)
(Port = XXXX)
)

)
ADMIN_RESTRICTIONS_LISTENER = ON

USE_PLUG_AND_PLAY_LISTENER = OFF

(2) Steps to set listener password on the DIG06 oracle server:

Type 'Isnrctl’ to run the listener control utility

Type 'set current_listener LISTENER ' to point to the default listener, LISTENER
Type 'change_password ' to change listener password, which is similar to changing
UNIX password

Type 'set password' to login using the new password

Type 'save_config' to save the password in the configuration

Type 'stop' to stop the listener

Type 'exit' to exit the Isnrctl utility
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Type 'Isnrctl start' to start the listener
Type 'ps -ef | grep LISTENER' to see if the process is running

The following listing is an example session where a password is added to the listener:
t1dpg06:/var/opt/oracle%lsnrctl

LSNRCTL for SGI IRIX64: Version 8.1.6.0.0 - Production on 22-NOV-2004 09:27:51
(c) Copyright 1998, 1999, Oracle Corporation. All rights reserved.

Welcome to LSNRCTL, type "help" for information.

LSNRCTL> set current_listener LISTENER
Current Listener is LISTENER

LSNRCTL> change_password

Old password:

New password:

Reenter new password:

Connecting to
(ADDRESS=(COMMUNITY=XXXXXXX)(PROTOCOL=TCP)(Host=XXXXX.vatc.ecs.nasa.gov)(Port=XXXX))
Password changed for LISTENER

The command completed successfully

LSNRCTL> set password

Password:

The command completed successfully

LSNRCTL> save_config

Connecting to
(ADDRESS=(COMMUNITY=XXXXXXXXXXX)(PROTOCOL=TCP)(Host=XXXXXX.vatc.ecs.nasa.gov)(Port=XXXX))
Saved LISTENER configuration parameters.

Listener Parameter File /var/opt/oracle/listener.ora

Old Parameter File /var/opt/oracle/listener.bak

The command completed successfully

LSNRCTL> stop

Connecting to
(ADDRESS=(COMMUNITY=XXXXXXXXXXX)(PROTOCOL=TCP)(Host=XXXXXXX.vatc.ecs.nasa.gov)(Port=XXXX))
The command completed successfully

LSNRCTL> exit

t1dpg06:/var/opt/oracle% Isnrctl start

LSNRCTL for SGI IRIX64: Version 8.1.6.0.0 - Production on 08-DEC-2004 10:35:34

(c) Copyright 1998, 1999, Oracle Corporation. All rights reserved.

Starting /usr/ecs/OPS/COTS/oracle/8.1.6/bin/tnslsnr: please wait...

TNSLSNR for SGI IRIX64: Version 8.1.6.0.0 - Production

System parameter file is /var/opt/oracle/listener.ora

Log messages written to /usr/ecs/OPS/COTS/oracle/8.1.6/network/log/listener.log

Listening on: (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=XXXXXXXX.hitc.com)(PORT=XXXX)))
Connecting to

(ADDRESS=(COMMUNITY=XXXXXXXXXX)(PROTOCOL=TCP)(Host=XXXXXX06.hitc.com)(Port=XXXX))
STATUS of the LISTENER
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Alias LISTENER

Version TNSLSNR for SGI IRIX64: Version 8.1.6.0.0 - Production
Start Date 08-DEC-2004 10:35:34

Uptime 0 days 0 hr. 1095216660480 min. O sec

Trace Level off

Security ON

SNMP ON

Listener Parameter File /var/opt/oracle/listener.ora
Listener Log File /usr/ecs/OPS/COTS/oracle/8.1.6/network/log/listener.log
Services Summary...

pds has 1 service handler(s)
pdsit has 1 service handler(s)
pdsst has 1 service handler(s)

The command completed successfully
t1dpg06:/var/opt/oracle% ps —ef | grep LISTENER

oracle 2868709 1 010:35:34 7 0:00
/usr/ecs/OPS/COTS/oracle/8.1.6/bin/tnsIsnr LISTENER -inherit

t1dpg06:/var/opt/oracle% Is -I

total 136
drwxr-xr-x 2 oracle dba 4096 Nov 22 09:33 ./
drwxr-xr-x 4 root  sys 30 Apr 18 2001 ../

-rw-r--r-- 1 oracle dba 8891 May 2 2001 initpds.ora
-rw-r--r-- 1 oracle dba 8911 May 2 2001 initpdsit.ora
-rw-r--r-- 1 oracle dba 8912 May 2 2001 initpdsst.ora

-FW-r----- 1 oracle dba 950 Nov 19 15:03 listener.bak
-rw-r--r-- 1 oracle dba 1081 Nov 22 09:33 listener.ora
-rW-r----- 1 oracle dba 950 Nov 19 15:03 listener.ora.save
-rw-r--r-- 1 oracle dba 138 Apr 20 2001 oralnst.loc
-rw-rw-r-- 1 oracle sys 827 Oct 22 2002 oratab

-rw-r--r-- 1 oracle dba 433 May 2 2001 sqlnet.ora
-rw-r--r-- 1 oracle dba 681 May 2 2001 tnsnames.ora
t1dpg06:/var/opt/oracle%diff listener.bak listener.ora

37a38,41

>

> #----ADDED BY TNSLSNR 22-NOV-2004 09:33:10---
> PASSWORDS_LISTENER = 5BD75EC54851B584
> #

t1dpg06:/var/opt/oracle%

cat listener.ora
HAHR R
# Filename......: listener.ora

# Date........... Feb 22,2001
it
LISTENER =
(ADDRESS_LIST =
(ADDRESS =
(COMMUNITY = TCPGOV.EDC)
(PROTOCOL = TCP)
(Host = XXXXXXXX.vatc.ecs.nasa.gov)
(Port = XXXX)

)

)

ADMIN_RESTRICTIONS_LISTENER = ON
USE_PLUG_AND_PLAY_LISTENER = OFF
USE_CKPFILE_LISTENER = OFF
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STARTUP_WAIT_TIME_LISTENER =0
CONNECT_TIMEOUT_LISTENER =10
TRACE_LEVEL_LISTENER = OFF
LOG_DIRECTORY_LISTENER=/usr/ecs/OPS/COTS/oracle/8.1.6/network/log
LOG_FILE_LISTENER=listener.log
SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC =
(SID_NAME = pds)
(ORACLE_HOME = /usr/ecs/OPS/COTS/oracle/8.1.6)

)
(SID_DESC =
(SID_NAME = pdsit)
(ORACLE_HOME = /usr/ecs/OPS/COTS/oracle/8.1.6)

)
(SID_DESC =
(SID_NAME = pdsst)
(ORACLE_HOME = /usr/ecs/OPS/COTS/oracle/8.1.6)
)
)

#----ADDED BY TNSLSNR 22-NOV-2004 09:33:10---
PASSWORDS_LISTENER = 5BD75EC54851B584

#H.

t1dpg06:/var/opt/oracle%

(3) The final step is to restrict access to the oracle server to just the host running PDS.
This is done by adding an IP address to the .protocol.ora file.

Create a file .protocol.ora in the same directory,
Ivar/opt/oracle, with two lines below:

tcp.validnode_checking = YES
tcp.invited_nodes = (127.0.0.1, <ip_address_of_XXdig06>)

Point of Contact: Wenhsing Yang
Phone Number: (301) 925-0483
email: Wenhsing_Y ang@Raytheon.com

Approved By: Mary S. Armstrong
IPT Manager, EMD Sustaining Engineering

Refer ence CCR: 04-xxxx
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